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1 OO6mue cBeeHHs O MporpaMme

1.1 Hasnauenue

[Iporpamma  Vaulterix  npeaHasHadeHa i (OpPMHUPOBAaHHUS  3alUILEHHOTO
nokymeHToobopota. [Ipencrasnser coboii Moyns « BupryanbHas KOMHATa JAHHBIX)

Bupryansnas komHata nansbix (Virtual Data Room) oOecnieunBaer 6e30macHbIii 0OMeH
JaHHBIMM M HX XpaHEHHE B YaCTHOM KOPHOPATUBHOM oOOiake, MO0 BHYTPH IEpPUMETpPa
OpraHu3alUH.

OcHoBHast (yHKIMS BUPTYaJIbHOH KOMHATHI JAHHBIX 3aKIIOYaeTCs B 0OECHeueHHH
BO3MOKHOCTH JIOCTyIa K 3aIIMIICHHBIM JOKYMEHTaM JUIsl aBTOPH30BAHHBIX IOJb30BaTENEH
MIOCPEJICTBOM CIIEUAIM3UPOBAHHOIO Web-caiita, 1100 Mpu MOMOIIY 3alUIIEHHBIX areHTCKUX
NPUIIOKEHUH Ui pabounx craHuuil moj ympasiaenueM Windows, macOS u Linux, a Taxxke
MOOMIIBHBIX ycTpoiicTB Android u 10S.

B VDR o0Omen nanabsiMu npoucxoaut no npunuuny E2E mmdpoBanus ¢ ucnons3oBanueM
3alIUIIEHHBIX TPAHCHOPTHBIX MpoTokosoB SSL mim TLS, uro obecreunBaeT MakCHUMaJIbHYIO

6e30macHOCTh OOMEHa TaHHBIMH MEXKJTy CEPBEpOM U areHToM, 3auumas ux or MITM-arak.

1.2 ®dynkuuu nporpaMmsl

[Tocne ycranoBku arentckoro I1O Ha paGodyio CTaHLMIO MPOUCXOJUT OOMEH KIIOUYaMH
mu(poBaHUs MEXKIY CEpBepOM M KIMEHTOM. Bo3moxkHa paboTa ¢ BUPTyaqbHONW KOMHATOM
JaHHBIX 0€3 yCTaHOBKH areHTa, — ¢ TIOMOIIbI0 BeO-Opay3epa;

AJMHHHCTpPATOP, JINOO UMEIOIINI HY>KHbIE ITpaBa M0JIb30BaTellb, BBIOUPACT TUPEKTOPUIO
JUISl CAHXPOHM3ALMU JOKYMEHTOB ¢ KOPIIOPATUBHBIM XPAaHHUIIUIIEM JIaHHBIX;

JlaHHBIE B CHHXPOHU3UPYEMON AUPEKTOPUU CTAHOBITCA AOCTYIHBI Ha cTannoHapHbIx [1K
MOJIb30BATENS U HA AaBTOPU30BAHHBIX MOOMIIBHBIX YCTPOMCTBAX;

[Ipy HEOOXOOMMOCTH TMOJIb30BATENh MOMHMO BHUPTYaJbHBIX KOMHAT JAHHBIX MOXKET
co3/aBath paboure o0acTu — oOIIHe MANKK JUII COBMECTHOM pabOTHI C TOKYMEHTaMHU BMECTE CO
CBOHMMHU COTPYAHUKAMHU.

@ynkuuu komnoHeHnta VDR npusenens! B Tabnue Error! Reference source not found.:

— Jlexayrumkanus 1aHHBIX;

— XpaHeHue UcTOpus pabOThHI KAXKAOTO COTPYTHUKA C KaXKIBIM OTAEIBHBIM JOKYMEHTOM;

— CokpaileHue BHEIIHETO M BHYTPUCETEBOTO TpaduKa — TIOYTOBBIC BIIOKECHUS
aBTOMAaTHUYECKH KOHBEPTHPYIOTCS B O€30IaCHBIE CCHUIKH;

— VYmpaBieHue JOCTYIOM K JaHHBIM KOMIIaHHH;

— OT3bIB IpeOCTABICHHBIX PAHEE MPaB;



— OO0xon orpaHHYeHHUs Ha pa3Mep IMOYTOBBIX BIIOKCHUU. 3HAUUTEIHHOE COKpAILCHUE
pasmepa ¢aiiios;

— Hurerpamus ¢ DLP pemenusmu s od6ecrieueHus JOMOJHUTEIBHBIX YPOBHEH 3alTUTHI
nmaHHbIX (moanepxkka ICAP);

— Enunslit web-unTepgeiic s ynpaBieHuss BCeMH BO3MOXHOCTSIMH;

PesepBHOE KOUPOBAHNE NAHHBIX;

COBMCECTHAaA pa60Ta C JOKYMCHTAaMU;,

3ammTa Bo BpeMsi 0OMeHa JaHHBIMU paboueil cTaHLUMU U cepBepa 0e3 MCIOIb30BAHUS

VPN;

ILCTaJII/ISI/IpOBaHHbIC OTYeTHl 00 HCIOIB30BAHUU KOpHOpaTUBHBIX HAHHBIX II0

pacnyCcaHuIo.

1.3 CBeneHust O TEXHHUYECKMX M TPOTPAMMHBIX CpEACTBAX, OOECIEYMBAIOIINX

BBITIOJIHEHUE TAHHOU ITPOrpaMMbL

PaGorocriocobHocts  Vaulterix VDR  o0OecneuuBaeTcs MHUHHUMAJIBHO JOCTATOYHOM

TUIIOBOM CXEMOM MOJKIIIOYEHHS] TEXHUUYECKUX CPEJICTB, IPEJICTABICHHON Ha pUCYHKeE 1.
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Pucynok 1 — Tunoas cxema, oTpaxaroliasi COCTaB U noakiIoueHue Moayis VDR

1.3.1 MuHHUMaNbHbIE TEXHUYECKUE TPEOOBAHUS

st ycranoBku Vaulterix TpeOyercs:

— Onmnepanuonnas cuctema: Windows XP Professional SP3 u Beimme, Windows Server,
Mac OS 32-bit (Snow Leopard u Bbite) u 64-bit (Lion u BbllIe);

— RAM: munumym 512 MB st Windows u Mac;

— O0peMm gucka: 40 M6 na Windows u Mac;

— Hurepuer Opay3zep: Chrome, Mozilla Firefox 8 u Beime, Safari, Internet Explorer 8 u

BBIIIC.



2 CTpyKTypa npOorpamMmmsbl

2.1 CBCJ:[CHI/ISI O CTPYKTYpPC IMPOrpaMMbl U €€ COCTAaBHBIX HaCTAX

Vaulterix BKJIIOYaeT B CBOW COCTaB CTPYKTYPY, IPUBEACHHYIO Ha PUCYHKE 2.
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Pucynok 2 — Jlornueckast ctpykrypa Vaulterix

Crpykrypa Vaulterix Bxito4aeT B ce0s ClIEIyIOLUINe MOIYIIH:
— Mopaynp ynpaBieHus MOJIUTUKAMUY;

— Monyns ynpaBieHHs JaHHBIMY;



MOJ:[y.]'IL yYpaBJICHUS ITOJIB30BATCIIAMU,

HNHTerpatinoHHbIi MOYJIb;

Moayns HCU;

Moynb ynpaBieHus: XpaHEHUEM.

2.2 CBsi3M MEXJy COCTaBHBIMH YaCTAMU

CBCJ:[CHI/ISI 0 CBA3AX MCXKY COCTAaBHBIMU YaCTAMU Vaulterix MNpUBCACHBI HAa PUCYHKC 3.
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Pucynok 3 — CBsi3u MEKIy COCTaBHBIMH YacCTsIMU
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I[J'IH YCTAaHOBKHU ITPOrpaMMBbI HCO6XO,Z[I/IMO BBIITOJIHUTD CIICAYIOUINUC HIaru:

Jlnist HaCTPOMKH MpOorpaMMbl HEOOXOMMO MPOU3BECTH CIIEIYIONIYIO MTOCIEI0BATEIbHOCTD

NENCTBUN

¢aiin application.properties (coaepxuT UH(OPMAIHIO 0 KOH(UTYpALMd HOMEpa MopTa, UMEHU

Hactpoiika nporpaMmmsl

YcranoButs cepsep Java 11;
YcranoButh Open Office Ha cepsep;

YcranoBka Mongo Db Ha cepsep;

Co3pmaTp nanku B Katajuore /var ¢ UMEHEM IIpoeKTa, Hanpumep /var/Vaulterix;

3arpy3ka (¢aitna Application jar B manky npoekra, Hanpumep /var/Vaulterix.

Co3natp manky Config B manke npoekra, Hanpumep /var/Vaulterix/config u 106aBuTh

0a3bl JTaHHBIX U T.]1.):

spring.servlet.multipart.max-file-size=5000MB
spring.servlet.multipart.max-request-size=5000MB
logging.level.org.springframework.data.mongodb=DEBUG
server.error.whitelabel.enabled=true
role.default-role-name=USER

role.admi

fileutil.
fileutil.

n-role-name=ADMIN
refresh-time=30000
tt1=1200

encryption.key-length=256
encryption.key-location=encryption.pkcs
jodconverter.local.enabled=true
server.port = 8080
spring.data.mongodb.database=vaultrix3
spring.output.ansi.enabled=DETECT
spring.thymeleaf.mode=LEGACYHTML5
#spring.thymeleaf.cache=false
logging.level.org.springframework.security=DEBUG
encryptionKeylLength=128

storefile=enc.db
defaultMaximumStorage=6442450944
jodconverter.enabled=true
jodconverter.officeHome=/opt/openofficed/
jodconverter.workingDir=/tmp
#jodconverter.portNumbers=2011
jodconverter.local.port-numbers=2012
defaultMaximumStorage=53687091200

locurity.
locurity.
locurity.
locurity.

uri=https://api-thirdparty.locurity.com:81
username=https://api-thirdparty.locurity.com:81
clientsecret=Basic czhMaGRSa3ROMjpnWjFmRmFONGJI

refreshToken=8f1a06fe06274b90b8ea86f7ebe2dad4e8650e3022c6b0cl16ad@ff9c9cde516d91

##Various URLs

locurity.
locurity.

api.addusers=/apiusers/oauth2/addusers
api.deleteusers=/apiusers/oauth2/deleteusers



locurity.api.delete=/apiagents/oauth2/delete
locurity.api.getactiveagentstatus=/apiagents/oauth2/getActiveAgentstatus
locurity.api.tokenrequest=/o0auth2/token
locurity.api.enroll=/apiagents/oauth2/enroll
locurity.api.reenroll=/apiagents/oauth2/reenroll
locurity.api.verify=/apiverifications/oauth2/verify
locurity.api.verificationstatus=/apiverifications/oauth2/verificationstatus
# spring.thymeleaf.mode=LEGACYHTML5
#spring.thymeleaf.cache=false
logging.level.org.springframework.security=DEBUG
#default properties

defaultGroupName=Al1l

role.default-role-name=USER

role.admin-role-name=ADMIN

#256 bit would require java unrestricted policy files
encryption.key-length=256
encryption.key-location=encryption.pkcs

storefile=enc.db

defaultMaximumStorage=6442450944
jodconverter.enabled=true
jodconverter.officeHome=/opt/openofficed/
jodconverter.workingDir=/tmp
jodconverter.portNumbers=2011,2012
defaultMaximumStorage=53687091200
locurity.uri=https://api-thirdparty.locurity.com:81
locurity.username=https://api-thirdparty.locurity.com:81
locurity.clientsecret=Basic czhMaGRSa3ROMjpnWjFmRmFONGJI

ocurity.refreshToken=8f1a06fe06274b90b8eaB86f7ebe2dade8650e3022c6b0cl6adff9c9cde516d91
##Various URLs

locurity.api.addusers=/apiusers/oauth2/addusers
locurity.api.deleteusers=/apiusers/oauth2/deleteusers
locurity.api.delete=/apiagents/oauth2/delete
locurity.api.getactiveagentstatus=/apiagents/oauth2/getActiveAgentstatus
locurity.api.tokenrequest=/0auth2/token
locurity.api.enroll=/apiagents/oauth2/enroll
locurity.api.reenroll=/apiagents/oauth2/reenroll
locurity.api.verify=/apiverifications/oauth2/verify
locurity.api.verificationstatus=/apiverifications/oauth2/verificationstatus

HOoH OHF OHF OH OH OH OHF H HF ~— HOH OH HHHHHHH OHHHHHHHH HH

— Co3znatp ¢aitn ¢ unentudukaropoM npoueaypsl. IIpuBszpiBanre obpasia K MmouTe C
IIOMOII[BIO TIPOCTOrO HOMEpa Tpoleccal;
— Co3naTh CKpUNT KOMaHAHOM 000JI0YKH A7 3ammycKa nmporpaMMsl (vaultrix.sh):

#!

nohup /usr/lib/jvm/java-1l-openjdk-amd64/bin/java -jar spiderdocs-1.0.0-SNAPSHOT.jar>
output.log 2>&1&

echo $!>spider.pid

— Coznarb ckpunt s cromn-haiina (kill.sh):

[Kill $(<spider.pid)

! MMPOCMOTPEThH 3aHyHIeHHLIﬁ mponecc Ha CEPBEPC MOKHO € TOMOMIIBIO KOMAH/BI - PS auX.



— 3amyCTUTh MPOEKT, 3aIlyCTUB CKPHUNT ./vaultrix.sh;

— OcraHoBUTH NPOEKT, 3amyctuB ckpunt ./kill.sh.



4 1IpoBepka mporpamMmmsbl

Jlnsi mpoBEepKHM KOPPEKTHOCTH YCTAHOBKM IPOrPaMMBbl BO3MOXHO BOCIHOJIB30BATHCS
CIoco0OM, MpEearoaralliuM MPOBEPKY HAJIMYMs JIOTHHA W mapoisisi B daiine output.log. On

AOCTYIICH B ITAIIKC ITPOCKTA. Taxxe MOXKHO MMPOCMOTPETD €ro U3 KOMaH,Z[HOI‘;I CTPOKHU.

tail -f output.log



5 Coo0uieHust CUCTEMHOMY MPOTrPaMMUCTY

B Vaulterix cooOriennst BBIBOJSTCS B BUJIE BCIUIBIBAIOIIMX IUIAIICK, KAK MPEJCTaBICHO Ha

pucynke 4. CKpbITh COOOIIEHHE BO3MOXXHO Ha)KaB Ha KPECTHK B BEPXHEM IIPaBOM YIIy

COOOIIEHNS.

Pucynok 4 — Coo0iieHue oneparopy

B »Tom pasaciic MpUBCACHbBI TCKCTHI COOGHJCHHﬁ, BbIJaBaCMbIC B XOJAC€ BBIIIOJIHCHUA

IIPOrpaMMBbl, OIIMCAHUE UX COJIEPKAHUSI U COOTBETCTBYIOLIHME NeicTBUs oneparopa (Tabnuua 1).

Tabnuma 1 — CooOmieHue oreparopy

Tekct cooO1enus

Omucanue

JlercTBHS aIMUHUCTPATOPA

Bpewms ceccun ucrtekio

Boznukaer npu ucreuenuu 30
MUHYT IPOU3BOJUTCS
aBTOMAaTUUYECKUM BBIXOJ U3
CUCTEMBI

IIpoiiTy OBTOPHYIO
aBTOPU3ALUIO

I'pynna no6aBiena
yCHEITHO

Bo3Hukaet npu BBIIOTHEHUN
¢byHKUIMN 100aBICHUS TPYIIIIBI

I'pymnmna o6HOBIIEHA
yCHEITHO

Bo3nukaet npu BBIIOITHEHUN
(bYHKIMN peaKTUPOBAHUS
TPYIIIBI

['pynma ynaneHa yCcrnemso

Bo3Hukaer npu BBIITOJIHEHUU
(GYHKIMU yTaneHus TPYIIIbI

JIOKYMEHT 3arpyxeH
YCIIELIHO

Bo3Hukaer npu BBIITOJIHEHUU
(YHKLIMU 3arpy3KH TOKYMEHTa B
BUPTYyaJIbHYI0 KOMHATy JAHHBIX

JIOKyMEHT yaneH
YCIIELITHO

Bo3Hukaet npu BBIIOIHEHUN
(GYHKUIMHU yaeHus
3arpy>KeHHOr0 JOKyMEHTa

JlocTyIl K TOKYMEHTY
IIPEIOCTABIIEH YCIIEIIHO

Bo3Hukaer npu BBIITOJIHEHUU
(bYyHKIMU TIPEOCTaBICHUS
JOCTYyIIa K TOKYMEHTY

JloctyI Kk mamnke
IIPEAO0CTABIIEH YCIIELIHO

Bo3nukaet npu BBIIOITHEHUN
(byHKIMU TIPEOCTaBICHUS
J0CTYIA K Marnke (pecypca)

Omunbka BHyTpEHHET0
cepBepa

Bo3snukaer B citydae, eciu
KOPIIOPAaTUBHBIE TEXHUYECKUE
CPEICTBA HE OTBEYAIOT, TO

OOpaTuThCs K CHCTEMHOMY
aJIMUHUCTPATOpPy




Tekct cooO1enus

Omucanue

JlercTBHS aIMUHUCTPATOPA

HpI/IHO)KCHI/IC BBIBCICT
cooO1ienne

IToxanylicra, 3aroaHuTe
00s13aTeNIbHBIC TOJIS

Bo3Hnukaer B cirydyae He
3aIOJIHEHHSI 0053aTENbHBIX
IIOJIEW KapTOUYKH

Heo0xoauMo 3amonHuTh
00s13aTeNbHbBIE TOJA

IMonutuka nodasiaeHa
YCIIEIITHO

Bo3Hukaer npu BbINIOJIHEHUA
(GYHKIIUY CO3/1aHUS TIOTUTUKU

IlonuTnka HazHaueHa
YCIIELIHO

Bo3Hukaer npu BBIITOJIHEHUU
(YHKIMN Ha3HAYEHUS TTOJIUTHKI
Ha IPYIIIBI U [10Jb30BaTEIICH

[Tonutuka oOHOBIIEHA
YCIICIITHO

Bo3HukaeT npu BBIIOIHEHUN
(bYHKIMU peJaKTUPOBAHUS
MOJIUTUK

[TonuTuka yganena
YCIIELIHO

Bo3Hukaer npu BBIITOJIHEHUU
(GYHKIMU yTaneHus! OJIUTHK

ITone30Barenp 1o00aBIECH
YCIICIITHO

BozHukaet npu BBINOIHEHUT
GYHKIIUY CO3/1aHuUs
MOJIb30BaTEs

[Tonp30Barens ynaneH
YCIIEIIHO

Bo3nukaet npu BBIIOITHEHUN
(GYHKIMN yaneHus
MOJIb30BaTENs

Crapsblii naposb BBEAEH HE

Bo3Hukaer npu HeynauyHoM

Heo6xonumo moBTOpHUTH

KOPPEKTHO MIOTIBITKE BBITIOJTHEHUS! (PYHKLUHU | IEHCTBHE U BBECTH
CMEHBI 1apoJIs KOPPEKTHBIN n1apoisb. Ecin
BbI HE IIOMHUTE CTapbIi
1apoJib, HY’KHO O0paTUTHCS K
aIMUHUCTPATOPYy.
SMTP konduryparms Bo3Hukaer npu BBIITOJIHEHUU —

MNPHUMCHCHA YyCIICIITHO

Hactpoek SMTP u npoBenenuun
TeCTUpOBaHus (Ha UHTEpdeiice
COOTBETCTBYIOIIAsl KHOIIKA)




6 Ilomnepxanue >KU3HEHHOTO IUKJIA Vaulterix

[Tonnepsxanue KU3HEHHOr 0 IUKIa [IporpaMMBel ocyecTBIsSETCS 3a CHET CONPOBOXKIACHUS
U BKJIIOYAeT B ce0s MPOBEJACHHWE MOJEPHU3AIMI B COOTBETCTBUM C COOCTBEHHBIM IUIAHOM
I0pabOTOK M TIO 3asBKaM I0JIb30BaTeNiel, KOHCYJbTAlMM IO BOMNPOCAM YCTAHOBKH H
SKCIUTyaTanuu (1o Teseony, JIEKTPOHHON moUTe).

B pamkax TexHu4yecKoil MOAIEPKKU OKa3bIBAIOTCS CIAEAYIOIINE YCIYTHU:

IMOMOIIIb B YCTAHOBKC,

— IIOMOIIlb B HACTPOMKE U aIMUHUCTPUPOBAHUU;

MOMOIIb B YCTAHOBKE OOHOBJICHHUI;
— TOMOIIb B IOHMCKE W YCTpAaHEHMHM NpoOIeM B cCllyyae HEKOPPEKTHOH YCTaHOBKHU
OOHOBJICHUS,

— mnosicHeHue (QyHKIHMOHAa MO/IYJICH, TOMOIIb B AKCIUTyaTaI|H.



7 CosepuieHcTBoBaHHe Vaulterix

Vaulterix peryJsipHO pa3BHBAETCS: MOSBISIOTCS HOBBIE JOMOJIHUTEIbHBIE BO3MOXHOCTH,
onTUMHU3UpyeTcs Harpyska pecypcos [IK, oOHoBIsIeTcs: uHTEpdeEiic.

[Tonp30BaTenh MOKET CAMOCTOSATEIBHO MOBJIUATH HA COBEPIIEHCTBOBAHUE MPOIYKTA, IS
ATOTr0 HEOOXOJMMO HAIPABUTh MPEIOKEHHUE 110 YCOBEPIICHCTBOBAHUIO HA HIIEKTPOHHYIO MOUTY

TEXHUYECKOM MOAJEPIKKH 10 ajpecy support@vaulterix.com.

[Tpennosxenue OyaeT U3ydeHO U, B clydae IMpU3HaHUs ero 3pQeKkTuBHOCTH, B Vaulterix

6y,Z[YT BHCCCHBI COOTBCTCTBYIOIINUC U3MCHCHUS.



Jluct peructpauuu U3MEHEHUN

Nsm. Howmepa nuctoB (cTpanun) Bcero Ne Bxomsammit Ne | [Toan. | [ara
n3Me- 3aMe- HOBBIX aHHY- JIUCTOB HAOKY- ConmpoBOaAU-
HCHHBIX | HEHHBIX Jupo- | (CTpaHHUIl)| MEHTa TEJIbHOTO
BAaHHBIX | B JJOKYM. JIOKyMEHTa U

Jara




